ABSTRACT In this paper, we investigate the secrecy outage performance of decode-and-forward (DF) buffer-aided relaying networks with a multi-antenna destination in the presence of an eavesdropper. In order to take full advantage of the benefits provided by the multiple antennas at the destination and the available relays, we adopt the max-link relay selection scheme and propose a half-duplex and two full-duplex secure transmission schemes for secrecy improvement, i.e., 1) maximal-ratio combining (MRC), 2) maximalratio combining/cooperative jamming (MRC/CJ), and 3) zero-forcing beamforming/cooperative jamming (ZFB/CJ). For all proposed schemes, we present exact and asymptotic closed-form expressions of the secrecy outage probability by modeling the dynamic buffer state transitions as a Markov chain. Moreover, simple and informative asymptotic results are provided under both L → ∞ and L → ∞ scenarios (where L denotes the buffer size), from which we can obtain further insights on the secrecy diversity gain and the secrecy coding gain. The highlights of this paper can be summarized as follows: 1) Under L → ∞ scenario, the secrecy diversity gains of all proposed schemes both reach M . When L → ∞, the secrecy diversity gains of MRC, MRC/CJ and ZFB/CJ increase to M (1 + N D ) , MN D and 2M respectively, where M is the number of relays and N D represents the number of antennas at the destination; 2) The secrecy coding gain of the system differs with different schemes, and it improves with the increase of M and N D under both the two scenarios; and 3) Under the scenario L → ∞, ZFB/CJ outperforms MRC and MRC/CJ across the entire signal-to-noise ratio (SNR) range of interest, however, when L → ∞, ZFB/CJ outperforms MRC/CJ and MRC in the low SNR regime, while the opposite holds in the high SNR regime.
I. INTRODUCTION
Nowadays, cooperative communications through relay nodes has attracted enormous attention due to their abilities of increasing the effective data transmission rates and extending the coverage of wireless networks [1] , [2] . For cooperative networks with multiple relay nodes, higher diversity gain and more efficient utilization of the system resources can be achieved by exploiting various relay selection schemes [3] , [4] . In conventional relay networks, the selected relay receives data from source in the first time slot, and forwards it
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to the destination immediately in the next time slot [5] . That is to say, a prefixed schedule for data transmission or reception must be followed at the relays which caused that the best link may be unavailable in a fast-fading environment. In recent years, equipping data buffers at the relays has attracted more and more attention, due to its capacity of providing extra degrees of freedom and offering higher performance gains in terms of throughput and diversity [6] - [8] . Although the buffer-aided relaying introduces an additional delay and higher complexity, it is still a promising approach for delay insensitive cooperative networks.
Currently, buffer-aided relaying schemes have been proposed in numerous works [9] - [12] . In [11] , the max-max relay selection (MMRS) scheme was proposed for decodeand-forward (DF) cooperative networks. In this protocol, the relay with the best source-to-relay link can be chosen for reception in odd time slots, while the relay with the best relayto-destination link can be chosen for transmission in even time slots, which can achieve the diversity gain of M (M is the number of relays). Although the MMRS protocol improves the throughput or signal-to-noise ratio (SNR) gain compared with conventional relaying protocol, its diversity gain is limited to M . To overcome the above problem, Krikidis et al. in [12] proposed the max-link relay selection scheme, which adaptively activates the link with best channel condition at each time slot. That is to say, the best link among all available source-to-relay and relay-to-destination links can be selected for transmission or reception and hence, a diversity gain of 2M is achieved.
The broadcast nature of the wireless medium makes the security of data transmission being a vital issue in wireless networks [13] . As such, a number of researches have investigated the security of buffer-aided relaying systems from the physical layer perspective [14] - [16] . In [14] , a new max-ratio relay selection scheme was proposed to improve the confidentiality of transmission in the buffer-aided DF cooperative wireless networks. The authors in [15] investigated the secure transmission of buffer-aided cognitive relay networks, and a closed-form expression of secrecy outage probability was derived to evaluate secrecy performance. In [16] , a bufferaided joint transmit antenna and relay selection (JTARS) scheme was proposed to improve the secrecy performance of multi-relay multiple-input multiple-output (MIMO) cooperative systems in the presence of a passive eavesdropper, and closed-form expressions of exact and asymptotic secrecy outage probability were obtained to assess the impact of different parameters on the secrecy performance.
To further prevent information from being intercepted by eavesdropper and strengthen the security of cooperative networks, the destination jamming scheme was investigated in several works [17] - [19] . The authors in [18] proposed a joint source, relay and destination jamming precoding optimization scheme to improve the secrecy performance of the amplify-and-forward (AF) MIMO untrusted relay networks. Furthermore, the idea of introducing the full-duplex technique into the destination jamming scheme was investigated in [19] . Specifically, the joint transmitting and receiving beamforming scheme was utilized at the destination to improve system security where the destination node can receive signals and send a jamming signal to eavesdropper simultaneously. From the above, combining buffer-aided relaying with the destination jamming scheme can not only improve the transmission capacity of the system, but also provide an effective way to improve the system secrecy performance. To the best of our knowledge, the destination jamming scheme has not been examined in buffer-aided relaying networks before.
Inspired by the observations above, we consider a DF buffer-aided relaying network with a multi-antenna destination in the presence of an eavesdropper. To exploit the extra degrees of freedom provided by the multiple antennas at the destination, we propose a half-duplex scheme and two full-duplex destination jamming schemes, i.e., 1) maximal-ratio combining (MRC), 2) maximal-ratio combining/cooperative jamming (MRC/CJ), 3) zero forcing beamforming/cooperative jamming (ZFB/CJ). The contributions of this paper mainly lie in the following: 1) We derive novel exact and asymptotic closed-form expressions for the secrecy outage probability of the considered system with MRC, which provides an efficient means to assess the impact of key parameters on the secrecy performance. To gain more deep insights, simple asymptotic results are also derived in the high SNR regime considering L → ∞ and L → ∞ scenarios (where L denotes the buffer size). Based on this, the secrecy diversity gain and the secrecy coding gain are investigated furthermore, and the results suggest that they are affected by the buffer size, the number of relays and the number of destination's antennas. 2) For destination jamming schemes, i.e., MRC/CJ and ZFB/CJ, exact and asymptotic expressions for the secrecy outage probability in closed-form are obtained respectively. Moreover, the secrecy diversity gain and the secrecy coding gain of these two schemes are analyzed based on the derived asymptotic expressions under L → ∞ and L → ∞ scenarios. Specifically, the secrecy diversity gains of these two schemes both reach M under the L → ∞ scenario. When L → ∞, the secrecy diversity gain of ZFB/CJ is 2M , while MRC/CJ can achieve MN D (N D represents the number of destination's antennas). Moreover, the buffer size, the number of relays and the number of destination's antennas also affect the secrecy coding gain.
3) The results demonstrate that increasing the number of antennas N D can improve the secrecy performance of all the proposed schemes both under the L → ∞ and L → ∞ scenarios. Moreover, ZFB/CJ outperforms MRC and MRC/CJ across the entire SNR range of interest when L → ∞, however, under the scenario L → ∞, ZFB/CJ outperforms MRC/CJ and MRC in the low SNR regime, while the opposite holds in the high SNR regime. The remainder of the paper is organized as follows. In Section II, the system model is introduced. Section III investigates the exact secrecy outage probability of the system. Asymptotic secrecy outage probability in the high SNR regime is provided in Section IV. Section V presents simulation results. Finally, we summarize the conclusions of this paper in Section VI.
Notation: In this paper, lower-case and upper-case boldface symbols are utilized to denote vectors and matrices respectively. · and · F denote the Euclidean or L 2 vector norm and the Frobenius norm. (·)
T and (·) † represent the transpose operation and the conjugate transpose operation. F γ (·) and f γ (·) denote the cumulative distribution function (CDF) and the probability density function (PDF) of the random variable γ respectively.
II. SYSTEM MODEL
We consider a dual-hop multi-relay network as shown in Fig. 1 , which consists of a source node S, a multi-antenna destination node D, a set of M DF relays {R k } M k=1 and an eavesdropper E. All the nodes are equipped with a single antenna except D, which is equipped with N D (N D > 1) antennas. It is worth noting that the assumed scenario can be considered as an uplink network, which is similar to [20] . In addition, we assume that each relay is equipped with a data buffer B k of finite size L, and the packets in the buffer follow the ''first-in-first-out'' rule. It is also assumed that all of the relay nodes operate in the half-duplex time-division mode and the direct link between S and D is not available due to severe path loss or shadowing effects caused by some obstacles [14] . Without loss of generality, we denote the channel coefficient of link a → b as h ab , which is a complex Gaussian random variable with zero mean and variance λ ab . Hence, the channel gain |h ab | 2 is an exponentially distributed random variable. Moreover, all the channels are subject to independent and nonidentical quasi-static flat Rayleigh fading so that the channel coefficients remain unchanged during the coherent time of the channels [16] , [21] .
A. THE TRANSMISSION SCHEME
In this subsection, we present a half-duplex scheme and two destination jamming schemes to fully exploit the advantage of multi-antenna at D. For the reader's convenience, we utilize capital letters A, B and C represent the MRC, MRC/CJ and ZFB/CJ schemes respectively.
1) THE MRC SCHEME
The whole transmission process between S and D is completed within two hops. In the first hop, S sends the signal to the selected relay while intercepted by the eavesdropper E. Hence, the received SNR at the i − th relay and E can be respectively expressed as
where P S denotes the transmit power of S, h SR i 2 and |h SE | 2 represent the channel gains of link S → R i and S → E, σ 2
R i
and σ 2 E are the variance of the additive white Gaussian noises (AWGNs) at R i and E.
In the second hop, the destination node D adopts the MRC scheme to strengthen the signal reception. Therefore, the received SNR at D and E are given by
where P R represents the transmit power of
is the channel gain of link R j → E and h 1
2) THE MRC/CJ SCHEME , and γ B SE = γ A SE . In the second hop, D receives signal from the selected relay utilizing MRC linear processing scheme and sends jamming signal from the jamming antenna simultaneously. However, it is critical for full-duplex communication to measure and suppress the self-interference (SI) accurately. With advances on antenna design and signal processing, the SI can be significantly canceled or sufficiently suppressed to a very low level and made negligible by using existing SI cancellation (SIC) technologies, such as directional SI suppression, antenna separation, analog cancellation and digital cancellation, and thus the full-duplex mode has attracted a lot of attention from the research community [22] , [23] . In order to facilitate the following analysis, we assume that the SI at D can be completely suppressed [24] . Hence the received SNR at D and signal-to-interference-plus-noise ratio (SINR) at E can be respectively expressed as
where h 2 3) THE ZFB/CJ SCHEME For the ZFB/CJ scheme, we assume that the destination D where there is one antenna for receiving signal from the source node and N D − 1 antennas for transmitting jamming signal. In the first hop, S sends the signal to the selected relay while the useful information is intercepted by eavesdropper E and we also have γ C
. Simultaneously, D transmits a jamming signal to degrade the quality of eavesdropper's channel. The ZFB scheme is applied to null the undesirable interference at the selected receiving relay. Thus, according to the ZFB principles, the problem formulation for finding the optimal weight vector w ZF is given by
where [25] , the optimal weight vector that satisfies the above optimization method can be expressed as
where
denotes the projection idempotent matrix with rank N D − 2. Thus, the received SINR at E is given by
In the second hop, the destination D receives the signal from the selected relay while send a jamming signal to the eavesdropper E by using maximal-ratio transmission (MRT) processing approach. The received SNR at D and SINR at E are respectively given by
where h R j D 2 represents the channel gain between the receiving antenna of D and R j .
According to [26] , [27] , the achievable secrecy rate of the first and second hop can be formulated as
where ∈ {A, B, C},
B. THE MAX-LINK RELAY SELECTION SCHEME
In this subsection, the max-link relay selection scheme is adopted to strengthen the secrecy performance of the system [12] . Before delving into analyzing the max-link scheme, we first model the number of the data packets in each buffer as a state. Hence
T denotes the n−th state of all possible states, where
represents the number of data packets in buffer B k at state s n . Then, the number of available links in the first and second hop at state s n are respectively given by
More specifically, when
, it means that the relay R k can no longer be selected for reception or transmission. Therefore, φ 1,n (k) = 0 and φ 2,n (k) = 0 represent the corresponding link is not available at state s n . On the contrary, φ 1,n (k) = 1 and φ 2,n (k) = 1 mean that the corresponding link is available, that is to say, the relay R k can be used for reception or transmission. Based on the above definition, we will present the expression of the max-link relay selection scheme in the following part. The main idea of the max-link scheme is to select the strongest link for data transmission among all source-to-relay and relay-to-destination available links. It can be mathematically expressed as
h SR i 2 denote the maximum SNR and the best channel gain of the M 1,n available links respectively in the
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h R j D 2 denotes the best channel gain among M 2,n available links in the second hop. According to the relay selection scheme above, we can easily find that the best relay R * is always selected for data transmission according to the instantaneous quality of the links and the state of the buffer at the relays. Specifically, if the source-to-relay link is available, i.e., the corresponding buffer is not full, meanwhile, the corresponding channel gain is best among all available links, hence the relay R * is selected for reception. In that case, S transmits the data packet to the selected relay R * , R * receives and decodes the data packet while intercepted by E. At the meantime, the packet can be stored in the buffer B * , hence, the number of the packets in buffer B * will be increased by one. Similarly, when R * is chosen for transmission, D receives and decodes the data packet successfully, buffer B * discards the packet and the number of the packets correspondingly decreases by one.
III. EXACT SECRECY OUTAGE ANALYSIS
This section investigates the exact secrecy outage analysis for DF buffer-aided relaying networks with a multi-antenna destination. The secrecy outage probability is defined as the probability that the achievable secrecy rate is less than the predefined secrecy rate R s (bit/s/Hz). The secrecy outage probability of this system can be represented as [12] P out (γ th 
M is the total number of states, π n and P out,n (γ th ) denote the stationary distribution probability and the secrecy outage probability at state s n , and γ th = 2 2R s is the secrecy outage threshold. It is worth noting that the exponential term is ''2R s due to the whole transmission process is divided into two time slots.
Next, we will proceed with the secrecy outage probability of three schemes in the following subsections.
A. PRELIMINARIES
Before delving into analyzing the secrecy outage performance of the proposed transmission schemes, we first define
Moreover, for the tractability of analysis, we denoteγ
and the noise variance is σ 2 = 1. Then we present the CDF or PDF of these random variables in the following analysis.
Lemma 1: The CDF of X is given by
The proof can be found in [28] . Lemma 2: The CDF of Y can be expressed as (17) where
Proof: Without loss of generality, we define
. According to [29] , we find that Y 1 is a chi-squared random variable with 2N D degrees of freedom if D adopts MRC processing. Hence its CDF is given by
Noticing that there is M 2,n available relays for transmission, the CDF of Y can be further expressed as
Then, utilizing the multinomial theorem, the CDF of Y can be easily derived.
B. THE MRC SCHEME
From (15) , in order to derive the secrecy outage probability of MRC, we will analysis P A out,n (γ th ) first. For the notation convenience, we define γ A
. According to [16] , the secrecy outage probability at state s n under the MRC scheme is given by
are respectively given by
Proof: See Appendix A. Furthermore, note that for the MRC scheme, the probabilities of selecting the source-to-relay and relay-to-destination link are not equal, which is different from [12] . To make the following analysis tractable, we denote P A RD,n as the probabilities to select the relay-to-destination link at state s n under the MRC scheme. We also divide the sets of states which can be transferred from state s n within one step into two sets, denoted as 1 n and 2 n . If the source-to-relay link is selected, the buffer state will transfer from state s n to a certain state in 1 n . Similarly, if the relay-to-destination link is chosen, the buffer state will transfer to one of states in 2 n . Theorem 2: The probability to select the relay-todestination link at state s n under the MRC scheme is expressed as (22) , as shown at the bottom of this page.
Proof: If the buffers are full or empty, i.e., M 1,n = 0 or M 2,n = 0, it is clear that P A RD,n = 1 and P A RD,n = 0 always holds. When M 1,n M 2,n = 0, the relay-to-destination link is selected if the SNR of the second hop is higher than the first hop, which can be expressed as
The PDF of Y can be derived by taking the derivative of F Y (y) with respect to y. Substituting (16) and the PDF of Y into (23), the desired result can be derived as in (22) . Now, we turn our attention to the stationary distribution probability under the MRC scheme π A . Firstly, we model the state transition of the buffer as a Markov chain according to [12] . Without loss of generality, we denote A A ∈ N ×N as the state transition matrix of the MRC scheme, where the entry
is the probability of moving from state s n at time slot t to state s v at time slot t +1, s v represents one of the elements in 1 n or 2 n . Specifically, if there is no change in buffer state, i.e., s v = s n , the data packet is not successfully received and decoded, in other words, an outage event occurs. On the other hand, when s v ∈ 1 n or s v ∈ 2 n , it means that the current state changes to another state within one step, that is to say, data transmission is completed between the corresponding nodes. From the analysis above, A A can be further expressed as
Then, we can obtain the following key result by utilizing the analysis above.
Theorem 3: The stationary distribution probability vector of the MRC scheme can be represented as
T , I is the identity matrix and Q is the all-ones matrix.
Proof: The proof can be found in [12] . It is worth noting that the closed-form expression of secrecy outage probability under the MRC scheme can be easily derived by substituting (19) and (25) into (15) and performing some mathematical manipulations, which provides an efficient way to evaluate the system secrecy performance.
C. THE MRC/CJ SCHEME
The secrecy outage probability at state s n under the MRC/CJ scheme is given by 
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with ε= (M2,n−r0)xγRE
and Ei (·) being the exponential integral function [30, eq. (8.211.1)].
Proof: See Appendix B. Theorem 5: The probability to select the relay-todestination link at state s n under the MRC/CJ scheme is given by (30) , as shown at the top of this page.
Proof: The proof follows similar lines as that of Theorem 2, hence is omitted.
Following the similar analysis as MRC, we can also obtain the state transition matrix and stationary distribution probability vector of MRC/CJ, and they are expressed as
Finally, substituting (26) and (32) into (15) and performing some mathematical manipulations, the secrecy outage probability of the MRC/CJ scheme in closed-form is derived.
D. THE ZFB/CJ SCHEME
The secrecy outage probability at state s n under the ZFB/CJ scheme is given by 
, 1 and 2 are given by
Proof: See Appendix C. For ZFB/CJ, recalling the i.i.d assumption of the main channel, the probabilities to select the first or second hop are equal, i.e, 1/(M 1,n + M 2,n ), hence the probability of data packet transmission successfully is equal to 1 − P C out,n (γ th ) / M 1,n + M 2,n , which is the same as [12] . As such, the state transition matrix of the ZFB/CJ scheme is given by
In addition, the stationary distribution probability vector of ZFB/CJ π C = A C − I + Q −1 b, which can also be obtained by following the similar analysis as in Theorem 3. To this end, we can obtain the closed-form expression of the secrecy outage probability under the ZFB/CJ scheme by substituting (33) and π C into (15).
IV. ASYMPTOTIC SECRECY OUTAGE ANALYSIS
As can be seen, the form of exact closed-form expression is too complicated, we present the asymptotic secrecy outage analysis at high SNR regime to obtain more insights. Without loss of generality, we denoteγ as the average SNR and we haveγ =γ SR =γ RD ,γ SE =γ RE . Moreover, we assume that γ SR → ∞ andγ SE is fixed, which corresponds the scenario that the main channel is much better than the eavesdropper's channel, that is to say, when the eavesdropper E is located far away from S and D, or the eavesdropper's channel suffers from significant shadowing effect.
A. THE MRC SCHEME Theorem 7: The asymptotic secrecy outage probability of the MRC scheme can be approximated as
and
RE s! (41)
Proof: See Appendix D. From Theorem 7, we can gather some insights exactly. Moreover, we can also obtain more insights by analyzing the asymptotic result on the perspective of the buffer states. Specifically, we first denote s 1 and s N as the states that all the buffers are empty and full respectively. Then we divide the set of the whole buffer states into three parts, i.e., = 1 ∪ 2 ∪ 3 , where 1 represents the set of the states in which all the buffers are neither full nor empty, 2 is the set of the states in which at least one buffer is either full or empty except s 1 and s N , and 3 = {s 1 } ∪ {s N }. The number of elements in 1 and 2 
M . Then we turn our attention to the asymptotic secrecy outage probability derived from the division of the buffer states and the following key result can be easily obtained.
Corollary 1: The asymptotic secrecy outage probability of the MRC scheme can be further expressed as
where π A 1 and π A N represent the corresponding stationary probability at s 1 Note that Corollary 1 is derived based on the perspective of the buffer states, thus, in the following analysis, we study two special scenario according to the buffer size to analyze the secrecy diversity gain and the secrecy coding gain: 1) L → ∞, which is a scenario that each buffer at the relays can only store finite data packets. 2) L → ∞, which is an extreme scenario that means the whole communication process is not limited by buffer size.
For these two scenarios under the MRC scheme, we have the following result.
Corollary 2: The asymptotic secrecy outage probability of the MRC scheme can be further simplified as In the following part, we turn our attention to the secrecy diversity gain and the secrecy coding gain and we have the following result.
Corollary 3: The secrecy diversity gain and the secrecy coding gain under the MRC scheme are respectively given by
Proof: On the basis of [31] and [32] , the asymptotic secrecy outage probability under the MRC scheme can be expressed as P A out (γ th )γ
Hence the secrecy diversity gain and the secrecy coding gain of the MRC scheme under L → ∞ and L → ∞ scenarios can be easily derived by using the expression (46).
B. THE MRC/CJ SCHEME
Theorem 8: The asymptotic secrecy outage probability of the MRC/CJ scheme can be approximated as
Proof: See Appendix E. Corollary 4: The asymptotic secrecy outage probability of the MRC/CJ scheme can be further expressed as
(53)
Proof: By following the similar analysis as in Corollary 1, we can easily obtain the desired result after some mathematical manipulations.
Similarly, for L → ∞ and L → ∞ scenarios under the MRC/CJ scheme, we can also obtain the following result.
Corollary 5: The asymptotic secrecy outage probability of the MRC/CJ scheme can be further simplified as
where 2 = θ B 1 θ B 2 . Proof: Following the similar analysis as in Corollary 2, the above result can be easily obtained.
Corollary 6: The secrecy diversity gain and the secrecy coding gain under the MRC/CJ scheme are respectively given by
Proof: The proof follows similar lines as that of Corollary 3, hence is omitted.
C. THE ZFB/CJ SCHEME Theorem 9: The asymptotic secrecy outage probability of the ZFB/CJ scheme can be approximated as
which are respectively given by
Proof: See Appendix F. Corollary 7: The asymptotic secrecy outage probability of the ZFB/CJ scheme can be further written as
Proof: By following similar analysis as in Corollary 1, we can easily obtain the desired result after some mathematical manipulations.
Corollary 8: The asymptotic secrecy outage probability of the ZFB/CJ scheme can be further simplified as
where 3 = θ C 1 θ C 2 . Proof: Following similar analysis as in Corollary 2, the above result can be easily obtained.
Corollary 9: The secrecy diversity gain and the secrecy coding gain under the ZEB/CJ scheme are given by
Proof: The proof follows similar lines as that of Corollary 3, hence is omitted. 
V. SIMULATION ANALYSIS
In this section, we present simulation results to verify the theoretical analysis obtained in the above sections for the three transmission schemes and investigate the impact of different curial parameters on the secrecy outage performance of DF buffer-aided relaying networks with a multi-antenna destination. Without loss of generality, we assume that predefined secrecy rate R s = 1 bit/s/Hz, and all transmission powers are normalized to unity. As indicated in these figures, we find that the analytical results are in exact agreement with the Monte Carlo simulations and the asymptotic curves keep completely tight at high SNR regimes which corroborates the accuracy of the theoretical analysis. we can see that when L → ∞, the secrecy diversity gains of N D = 2, 4, 6 are both 2, while under the scenario L → ∞ become 6, 10, 14. From Fig. 3 , we can also observe that the secrecy diversity gains of M = 1, 2, 3 are 1, 2, 3 under the scenario L → ∞ while increases to 4, 8, 12 when L → ∞. Moreover, increasing N D and M can improve the secrecy coding gain of the considered system and all these above observations can be verified by (47) and (48). N D when L → ∞. In addition, it is also observed that the secrecy coding gain improves with the increase of N D and M , which agrees with the theoretical asymptotic analysis. Fig. 6 and 7 examine the impacts of different number of antennas N D at the destination and different number of relays M on the secrecy outage probability of the ZFB/CJ scheme, respectively. As illustrated in Fig. 6 , no matter how much N D is, the secrecy diversity gains remain unchanged, specifically, the secrecy diversity gain achieves M under the scenario L → ∞ while achieves 2M under the scenario L → ∞. From Fig. 7 , we can also find that the secrecy diversity gain increases only with the increase of the number of relays M , which is in accordance with the result in (70). Similar to the other schemes, a secrecy coding gain is observed when N D and M increase. Fig. 8 plots the secrecy outage probability versus the average SNRγ for the three proposed schemes. As illustrated, two destination jamming schemes achieve better performance than the MRC scheme under the scenario L → ∞. Specifically, ZFB/CJ outperforms MRC/CJ and MRC across the entire SNR range of interest due to a jamming signal can be transmitted not only in the first hop but also in the second hop, which degrades the quality of eavesdropperąŕs channel significantly. MRC/CJ outperforms MRC in the low SNR regime while attains similar outage performance in the high SNR regime. It is also observed that the larger secrecy coding gain of ZFB/CJ can be obtained than the other schemes and all schemes achieve the same secrecy diversity gain of M when L → ∞. On the other hand, under the scenario L → ∞, ZFB/CJ outperforms MRC/CJ and MRC in the low SNR regime, while the opposite holds in the high SNR regime. This is quite intuitive since MRC/CJ and MRC can achieve much larger secrecy diversity gain than ZFB/CJ. Fig. 9 investigates the impacts of antenna numbers N D on the secrecy outage probability for the proposed schemes. As can be readily observed, when L → ∞, ZFB/CJ always attains better performance than the other two schemes. Moreover, the secrecy outage probability of ZFB/CJ is constantly degraded with increasing of N D , while an outage performance floor occurs for MRC and MRC/CJ. While under the scenario L → ∞, the secrecy performance of MRC and MRC/CJ are much better than ZFB/CJ with the increase of N D , due to the fact that when L → ∞, the states of buffer which are neither full nor empty dominate the system, that is to say, all of the links in the first hop and second hop are always available. Meanwhile, the reception performance and the jamming intensity increase with the increase of N D . It is clearly that the improvement of reception performance makes more contributions to the system secrecy performance. Hence, when L → ∞ and N D is lager, the MRC/CJ scheme can obtain the best secrecy performance than two other schemes. However, the MRC scheme is the most appropriate scheme of the three proposed schemes after comprehensive consideration about complexity and system performance in practical applications. Fig. 10 presents the secrecy outage probability versus the buffer size L for the three proposed schemes. As can be seen, the secrecy outage probability degrades with the increase of the buffer size no matter which scheme is adopted. That is to say, the secrecy performance of the considered system can be enhanced by enlarging the buffer size L.
VI. CONCLUSION
In this paper, we investigate the secrecy outage performance of the DF buffer-aided relaying networks with a multiantenna destination. To fully exploit the advantages of multiantenna, three transmission schemes with half-duplex and full-duplex operations are proposed. Moreover, we adopt the max-link relay selection scheme to enhance the secrecy performance. By utilizing the Markov chain theory, exact and asymptotic closed-form expressions for the secrecy outage probability of all the proposed schemes are derived. Meanwhile, considering L → ∞ and L → ∞ scenarios, simple and informative asymptotic results are also presented, which enables us to obtain further insights into the impact of key parameters on the secrecy performance. Our findings suggest that all of the proposed schemes achieve a secrecy diversity gain of M under the scenario L → ∞. On the other hand, when L → ∞, the secrecy diversity gain of ZFB/CJ achieves 2M while MRC and MRC/CJ achieve M (1 + N D ) and MN D respectively. Secrecy coding gain of the system which also differs from different schemes, improves with the increase of the number of relays M and the number of destination's antennas N D . Furthermore, ZFB/CJ outperforms MRC and MRC/CJ under the scenario L → ∞. The same results can be obtained in the low SNR regime, while the opposite holds in the high SNR regime when L → ∞. In this work, we assume that perfect channel state information can be acquired, hence the impact of imperfect channel estimates on the system secrecy performance under three transmission schemes could be investigated in the future work.
APPENDIX A
Without loss of generality, we first define Z 1 = |h SE | 2 . According to the order statistic, the CDF of γ A SR M 1,n E is calculated as
Recalling Z 1 is an exponential random variable, and the PDF of 
Considering the receiving antennas are N D − 1, according to Lemma 2, we have
Similarly, by utilizing order statistic, the CDF of γ B R M 2,n DE can be expressed as
Substituting the PDF of Z 2 and U 1 and (73) To make the analysis tractable, we define ε= (M2,n−r0)xγRE can be derived.
On the other hand, the CDF of U 3 can be obtained when MRT is applied, then we can obtain the PDF of U 3 by taking the derivative of the CDF of U 3 , which is given by
By following similar analysis above, we can also obtain the CDF of γ C R M 2,n DE , thus the desired results in Theorem 6 can be derived.
APPENDIX D
Whenγ → ∞, with the help of e x ≈ 1+x (x → 0), the CDF of X can be approximated as F X (x) ≈ P S x γ SR M 1,n , then by pulling the approximated CDF of X and the PDF of Z 1 into (72), we have 
Substituting (80) and (81) into (15) yields to the desired results in Theorem 7.
APPENDIX E
Recalling that the first hop of MRC/CJ is the same as the MRC scheme, hence we have
Moreover, by following similar analysis of (81), the approximated CDF of γ B R M 2,n DE is given by 
Now, we turn our attention to the inner integral item 1 . Considering s = 0, s = 1 and s ≥ 2 three cases, with the help of the integral relationships [30, eq. (3.352.4) ] and [30, eq. (3.353. 2)], we can obtain the closed-form expression of 1 as given in (52). Finally, the desired results in Theorem 8 can be easily obtained after some mathematical manipulations.
APPENDIX F
Utilizing the asymptotic CDF of X and the order statistic, the asymptotic CDF of γ C SR M 1,n E is given by can also be derived, to this end, pulling these two asymptotic CDFs into (15) yields the desired result.
